
Attention! 
Don’t Respond to Any Free COVID-19 Testing Email 

 
Cyber Criminals may send emails with the subject: Free COVID-19 testing for all residents of 
your city. 
Government of India has decided to reimburse testing cost incurred. A medical staff will come 
to your residence to collect samples. 
Then they ask you to provide personal information through an email or website link for 
registration. 
 

Best Practices for Individuals 
 Don’t open attachments or click on a URL contained in unsolicited e-mail 

 Update patches and fixes on the operating system and application software 

 Follow a strong password policy and regularly change passwords. 

 Scan and remove suspicious e-mail attachments 

 Maintain up-to-date antivirus signatures and engines 

 Exercise caution when using removable media 

 Scan all software downloaded prior to executing. 

 Enable a personal firewall 
 


